I'maBa III. MeTomsl M cpeacTBa obecliedeHrsT 0€30IIaCHOCTH
HMHPOpMaIIUHA

3.1 OOmasa xinaccuduKkanysi METOIAOB M CPEINCTB OOeCIeYeHUS
nHdopMamMoHHoMi 6e3omacHocTn AUC

Pa3BuTue KOMIIBIOTEPHBIX YIpO3 IPUBEIO K MOSIBJICHUIO U Pa3BUTUIO
oTpaciau 3HAHUU, 00BEKTOM UCCJIEIOBAHUI KOTOpOM SABJISIETCA
nHPOpPMaLIMOHHAs 0e30MaCHOCTh BO BCEX €€ aCIEeKTaX - OpraHu3alMOHHBIX,
TeXHUYECKUX, MPABOBbIX, SKOHOMUYECKUX, PUIOCOPCKUX, COUUATBHBIX U T.I.

Mogenb cucteMbl WH(POPMALMOHHOM 0€30IMacHOCTM B OOILLIEM BHAE
MOXKET OBITb MpeIcTaBileHa caeayolnM oopa3oM. C 0ObEKTOM, SIBISIOLIMMCS
coctaBHOli 4acThio AMC, cBSI3aHO MHOXECTBO [EHCTBUI, B TOM 4YUCJIE U
HECaHKIIMOHUPOBAHHBIX. Mexny o0bekToM (O) u yrposoil (1) cyliecTByeT
MHOXECTBO OTHOILLEHUI, KOTOpble 00pa3yloT rpad, B KOTOpoM ayra <t,0,>
CYLIECTBYET TOIrla U TOJbKO TOraa, Koraa f, IBAsIeTCS CPEACTBOM JIOCTyIIa K
00BeKTYy 0, (puc. 14.a).

CnegyeT OTMETUTb, UYTO CBSI3b MEXOY [, U O, XapaKTepU3yeTCS TUIIOM
“OIMH KO MHOTMM”, T.€. OJHA yIrpo3a ITOKPHIBAET MHOXECTBO OOBEKTOB, B
CBOIO o4yepenb, OOAMH OOBEKT YSI3BUM OT OoJjiee yeM OJHOM yrpo3nl. Hamuuue
oyru tina <t,,0,> XapakTepu3yeT He3aluulleHHbI 00bekT AWUC.

Lensto CUDb sgBnsieTcst co3gaHue Oapbepa, KOTOPbIM MNPEIOXpaHsIET
OOBEKTbl OT BO3MOXHBLIX yrpo3. /[jIsi 3TOro BBOAUTCSI MHOXECTBO M,
BKJIIOYalollee cpeacrtBa obecrnedyeHust Oe3onacHoctu AMC. Jloboe mpueM
IOJDKHO — YCTpaHUTh ayry <t,,0,> B oOmemM rpadpe U 00ecHeuyuThb
MPOTUBOCTOSIHUE TIOMbITKAM HECAHKIMOHUPOBAHHOTO AocTyna. Bo3MOXHOCTb
MPOTUBOCTOSTHUS (conmpoTUBICHMS) CUb SIBJISIETCS OCHOBHOM
XapaKTEePUCTUKON 3JIEMEHTOB m,eM. JlaHHOE MHOXECTBO IIpeoOpas3yeT

MIEPBOHAYAIBHYIO OYTY <t,,0,> B (OPMY:



<tp,mp> U <Mpm,0,> 3.1)

Monudukauueilt TaHHOM MOAEIU SIBIISICTCS:

S$S=<0O,T,M,V,B>, (3.2)

rare O - MHOXECTBO 3alUIIEHHBIX 00BEKTOB (0,€0);

T- mHOXeCTBO yrpo3 (f,eT);

M- MHOXECTBO CPEACTB 3allUThI (M,eM);

V - MHOXecCTBO YsS3BUMbIX MecT (oToOpaxkeHue TxO Ha MHOXeCTBE
V,=<t,,0,> - MyTU IPOHUKHOBEHMUSI);

B - wMHOxecTBO OapbepoB (ortobOpaxeHue VM umm TxMxO Ha
MHOXeCTBe B,=<t,,Mm,0,>).

B cBoro oyepeab 2JIEMECHT MHOXCECTBA 6apbep0B B onuceiBaeTcs TpEMA
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Puc.14. Moaens B3aumogeiictBust yrpo3 u oobektoB AMUC: a - 6e3 cucteMbl
MHQPOpPMALIMOHHONM  0e30macHOCTM, 6 - TIpM  HaJU4YMM  CUCTEMBbI

MH(GOPMALIMOHHOM 0E30MacHOCTH.

kommnoHeHTamu. Hanpumep, ayra bs<ts,ms,0s> obecrnednBaeT NPOTUBOCTOSIHUE
yrpo3e ts BO3MOXHOCTU JOCTyHa K OOBEKTY Os C MOMOIbBIO CPEACTBA 3allUThI
ms (puc. 14.6.) n xapakTepusyeT BEpOSITHOCTb MOSIBJICHUST YTPO3bl - p, pa3Mep
yIpO3bl MPY NPOHUKHOBEHUU K OOBEKTY - [, CTeNeHb COMPOTUBIIEHUS YIrpo3e -

I.



Bo MHorumx paGorax IpeanpuHUMAIMCh TONBITKU KilacCUPUKALU
cpeAcTB obecnedyeHUss MH@opmaunMoHHoOM Oe3omacHoct [30,152,35,153,119,
173 u ap.], HO OTAEAbHbIE IOAXOAbl HEMOJIHOCTbIO XapaKTEepU3YIOT MPUPOIY
yIpOo3 M BO3MOXHOCTU 3alllUThl M3-3a Y30CTU MCIIOJb3YEeMbIX MPU3HAKOB
Kinaccuukauuu. Hampumep, ¢ TOUKM 3peHUSI MCOOJIb3yEMbIX METOAOB, B
[35,38, 30,137,135,170 wu np.] cpenctBa oOecrieyeHUs] Oe30MaCHOCTHU
KJIacCU(pULIMPYIOTCSI Ha MNpPaBOBBIE, OPTaHU3ALMOHHO - AIMWHUCTPATUBHBIEC,
MPOTPAaMMHO - TEXHUYECKHUE U KpUOTOrpauuecKue.

Ha ocHoBe mpoBeaeHHOro aHaiausa pao6or [149,38,30,137,135,102,101 u
op.], Hamu mOpemiaraetcd oOwass KiacCUu@UKaLus METOIOB U CPEACTB
obecrieueHus1 MH(OPMALIMOHHONI 0e30MacHOCTHU, MpeAcTaBIeHHas Ha puc 15.

IIpy peanuzauuu MeXaHM3MOB 0€30MACHOCTU B KOMMEPUYECKMX
KOMITBIOTEPHBIX CUCTEMAaxX WCIOJb3YIOTCSI B OCHOBHOM JIOKAJILHBIA U
KOMIUIEKCHbIM T1ioaxonbl [149]. JlokanbHble METOAbI IIPUMEHSIIOTCS €C/IU
yIpo3a peajbHO OLICHEHA W XOPOIIO pa3padoTaHbl MEXaHM3Mbl 3allUTHI Ha
OTAEAbHBIX YYAaCTKAX KOMITBIOTEPHOU CHUCTEeMBI (B OIPEACICHHBIX y3JIaX CETH,
Ha OTHEJbHBIX KOMIIbIOTepax). I103TOMy OHM MCIIOJB3YIOTCS B Te€X Cliydasix,
Korjga  yrpo3bl  HOCST  Y3KOHampaBJE€HHBIM  xapakTtep  (Hampumep,
KOMIIBIOTEpHbIE ~ BUPYChI).  KOMIUIEKCHBIM  moaxod  HOpueMJieM  Ipu
HEOOXOOAMMOCTU  OOecIieyeHUsT UWHQPOPMALIMOHHOM  OE30MacHOCTU  BCEM
CUCTEMbl B 1I€JIOM, WIM €CJIM CIEeKTp peaibHbIX yIrpo3 IPEBBILIACT

JIOITYyCTUMBI YPOBEHb.
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Puc. 15. O61as knaccudukanusi MeToI0B U CPeACTB obecreyeHUs: nHGopMauruoHHo# 6e3omacHoctu AUC.




B TtaGauue 2 mnpuBeaeHbl OCHOBHbIE XapaKTePUCTUKU ITPUBEIECHHBIX
MOJIXO/IOB.
Tabnuna 2
OCHOBHBIE€ XapaKTepPUCTUKU MOAXOAbI K obecnieYeHnto 0€30macHOCTU

MH(GOPMALIMOHHON CUCTEMBbI

No TpeboBaHus, mapaMeTpsl, IMooxon
XapaKTePUCTUKU JlokanbHbIl | KoMIuieKcHbIN
1. | CyliecTBOBaHME €IMHOI 3allUILIEHHOM’ Het Ha
cpeabl 00paboTKM MHMOpPMaLU
2. | [IpumeHeHue JlokanbHOe B xpynHbIX 1
cpeaHux KC
3. | UyBCTBUTEIBHOCTD K OLIMOKAM Hwuzkas Bricokas

YCTAaHOBKM M HaCTpPOMKe CpelacTB

3alUThI

4. | CJ1I0XXHOCTb yIIpaBJeHUS Hert Ja

5. | OrpaHuyeHus Ha CBOOOAY AEHCTBUIA Her Ha
I10JIb30BaTEIE U

6. | TmoKocTh Hert OrpaHnyeHHast

7. | OxBat yrpo3 (KOJU4eCTBO Hwuzkwnii Bricokuii
00pabdaTbIBa€MbIX HAPYIIEHUIA)

8. | B3auMOCBsI3b C CUCTEMOM Hwzkas Bricokas

Ilo Hamemy MHEHMIO, IIpU KjlacCU(pUKaALUUU CPEACTB U METOIOB
3alllMThl HEOOXOAUMO WCXOAUTh U3 (PYHKIMOHAJABHOIO IIOKPBLITUSI YIPO3
oe3zonacHoctt AMUC. Tlo cBoeMy (pyHKIIMOHAJIbHOMY Ha3HAY€HUIO METOIbI U
cpeacTBa MH(pOPMALIMOHHOM 0€30MaCHOCTU MOXHO Pa3iesIMTh Ha CJEAyIOIIne
Pa3HOBUAHOCTMU:

- METOMAbI U CPEACTBA MpEAYIIPEXACHHUS - TIpelHa3HaYeHbl JJIs1 CO3AaHus
TaKMX YCJIOBHMI, TIpU KOTOPBHIX BO3MOXHOCTb TIOSIBJIGHMSI M peaau3aluu
JeCcTadMIM3upyrommnx ¢GakTopoB (yrpo3) HCKIHOUYAETCS WJIM CBOAUTCHI K
MUHUMYMY;

- MeETOoAbl M CpeIcTBa OOHAapyxXeHHs - TpeJHa3HauyeHbl sl
OOHapyKeHUSI MOSIBUBIIUXCS YyTPO3 WJIM BO3MOXKHOCTU MX IOSIBJICHUS U cOopa

JOTOJIHUTEJIbHON MH(pOPMAaLINU;




- MeTombl W CpeICTBA HEHTpaiu3alMH - TIpedHa3HA4YeHbl sl
YCTpaHEHUS MOSIBUBILIMNXCST YIPO3;

- METOAbl M CpeICTBA BOCCTAHOBJIIEHHS - TIpelHa3HAYe€Hbl IS
BOCCTAaHOBJIEHUSI HOPMaJIbHOI padoThI;

B [149] uHdopmamoHHass 6€30MaCHOCTb pa3AessieTCss Ha BHELIHION U
BHYTPEHHIOIO.

NHTEpECHBIM 110 COIEPKAHUWIO SIBISETCS IIPeIIOKeHHbIM B [38, 52 u
ap.] Meron Kiaaccu@UKalMM METOAOB M CPEACTB 3alllMThl, aBTOPbl KOTOPOIO
MpeiaraloT MCIIOJIb30BaTh IIECTUPYOEXKHYIO MOACIb 3alllMThl, KOTOpas
COCTOMT M3 CJIEAYIOLIMX KOMIIOHEHTOB. TePPUTOPUU; 3AaHUST (MOMEILECHMS);
cpeactBs  (pecypcoB) AWC; nuHUIL CBSI3UM, MOPOXOISIIMX B Mpeaeiax
MOMEIIEHMSI;, JIMHUKA CBSI3U, TIPOXOASIIUMX B TMpeAejax OXxpaHsieMo
TePPUTOPUU; TUHUI CBSI3U, MPOXOASIINE O HEKOHTPOJUPYEMOI TEPPUTOPUU.

[To namemy MHeHuio, mist koMmeMepueckux AMC Metonbl M cpeacTBa
obecrieyeHns1 MHEMOPMALIMOHHON OE30MacHOCTM IO 30HAM OXBaTa CJIeAyeT
O0BbEIMHUTHL B UYETbIpe  30HBI:  HEKOHTpPOJMpyemasi  TEepPPUTOPMUSI;
KoHTposupyemasi tepputopusi; nomeiieHuss AMUC u pecypcet AUC. Takum
00pa3oM mpeajaraeTcsl MHOTOYPOBHEBasi CTpyKTypa 30H 3amutel AUC (puc.
16), oObenMHSAIONIAS MCIOJIB30BaHMUE JIJII KaXXIOTO YPOBHSI COOTBETCTBYIOLINX

METOHOB U CPEICTB oOecreyeHus1 0e301MacHOCTU MHPOPMaLUH.
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BoHa KOHTPOAUPYEMOH
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Puc. 16. CtpykTypa 30H obecrieueHrs nHbopmamoHHoi 6e3omacHoct AUC

ITo onepallMOHHBIM 3TallaM MOXHO BBIAEJIUTH CJAEAYIOLIWE ATaMbl: MPU
BXOJ€ B CHUCTEMY. BXOAHOM KOHTpOJb;, npu skcamryarauuu AWC:
perjlaMeHTalusl U MPUHYXIEHUE, U30BITOUHOCTb, PEBU3MS, BOCCTAHOBJICHUE;
MPY BBIXOJE U3 CUCTEMBI: BBIXOJHOW KOHTPOJIb.

ITo memsam 3ammThl MOXHO BbLAEeAUTh 3amuTty: oT HCJL; nngopmanunu B
CUCTEMAaX CBSI3U; IOPUINYECKOU 3HAYMMOCTU DJIEKTPOHHBIX HOKYMEHTOB; OT
yTeyku uH@opmauuu no kaHaiam [IODMHWH; undopmauuu oT mporpaMMHBIX
3JI0YyMIOTPEOICHUIA; OT HECAHKIMOHUPOBAHHOIO KONKUPOBAHUS,
pacIpoCTpaHeHUsT OporpaMM U KOH(pUACHLMAILHONW  KOMIIbLIOTEPHOM
nHPOpPMAaLIUH.

ITo xapakTepy NpOTUBOAEUCTBUSI BBIACISIOTCS AKTUBHbIE W MACCHUBHBIC
METOIbI U CPEACTBA 3AILUTHI.

Ha ocHoBe aHanmm3a OOBEKTOB WMHMPOPMALMOHHOM OE30MacCHOCTU U
METOAOB U CPEACTB 3alllMThl MPEACTABISICTCS HEOOXOAUMbBIM MCCIEI0BAaTh MX

B3aMMOCBS3b (puc. 17).
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Puc. 17. B3auMocBsI3b METOJOB U CPEJICTB U OOBEKTOB

nH@opMmaumoHHo oe3onacHoctu AUC.

YcnoBHo obbeauHuB pecypchl AMC B Takue Tpymnnbl Kak IepcoHal,
OBM wu nepudepuitHoe o00OpygoBaHME, IpOrpaMMHOE oOecrneueHue u
nHpopMauus, MOXHO OTMETUTb, YTO WH(MOpMALMOHHAsA O0€30MaCHOCTb
KaXJI0i1 KOMIIOHEHTHI JOKHO OBITh MpPOBEpeHa U obecreuyeHa Iepea HayajloMm
ucnoubs3oBaHuss B AUUC (mmpu Bxoje B cucteMy), obecrieueHa Ha MPOTSKEHUU
>XM3HeHHoro 1Hukia B paMkax AMC u npoBepeHa U oOecrieyeHa IMPU BHIXOJE
u3z AUC.

Ob6ecrnieyeHne MHQPOPMALIMOHHONW 0€30MaCHOCTU KaXJOi KOMITOHEHTHI
JOKHO OCYLLIECTBIISITbCS C MCIOJb30BAHMEM BCEro CIEKTpa: IPaBOBBIX,
OpraHU3allMOHHO-aAMUHUCTPATUBHBLIX U IPOrpaMMHO-TEXHUYECKUX METOIOB

1 CPEICTB.
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