3.4. IIporpaMMHO-TeXHUYEeCKIE METONHl M CpeAcTBa oOecIiedeHUS
0€30IMacHOCTH

AmmnapatHo - NOPOrpaMMHBIE  CPEACTBA  3alIMTBl  MHMOPMALUKU
MPEIOCTABISIIOTCS  YCTPOMCTBAMM, BCTPAMBAEMBIMM  HEMOCPEICTBEHHO B
anmaparypy AWUC, win ycTpoiicTBamMu, COIPSDKEHHBIMM ¢ annaparypod AUC
10 CTAaHOAPTHOMY WHTEepPENCY W NPEAHA3HAYCHHBIMU Ui peaan3aluu
KOHKPETHBIX (YyHKLMK 3amuTbhl. OHU peaau3yloT JOIMYECKyl0 O00JIOUKY
AWC, opveHTUPOBAHHYIO Ha o0ecreuyeHre Oe30IMaCHOCTH.

[IporpaMMHO-TEXHUYECKHE  METONbl M  CPEICTBAa  MOILYT  OBITh
CUCTEMATU3UPOBAHbI T10 XapakKTepy IPOTUBOCTOSIHUS, MO HallleMy MHEHHUIO, B
NIBE TPYINbl - A4KTUBHbIE W IMaccuBHblc. K TIEpBOM TIpyIme OTHOCITCS

ciaenyromue (puc. 21).
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3allMThl UHGOPMALIUY M0 XapaKTepy MPOTUBOACUCTBUS.

- MeToAbl H CpEeIACTBa pa3rpaHU4YeHHSI JOCTyINa, CIIOCOOCTBYIOLINE
3aluTe MHGOpMaLUM C peryJupoBaHMEM MCIOJb30BaHUSI BCEX PECYpPCOB
CUCTEMBI (TEXHUYECKUX, IPOrpaMMHBIX, 0a3 gaHHbIX) [147,30,157].

- MeToAbl KpHUIITOIpaguieckoro 3akppiTusd. Peanusylor npeobpa3zoBaHue

JAHHBIX, B OeCrojie3Hy0 MHGOopMaLUIO I8 3710yMblluieHHUKa [135,99,38].



- MeTonbl U CPEACTBA BOCCTAHOB/IEHHUS HOPMAJIbHOH pabOThl. DTO TaKasi
4acTb ANC, KOTOpast MpU3BaHa 00€ECIIEYUTh HETIPEPBIBHOE
(byHKLIMOHMpPOBaHUE OOBEKTA YIpPaBJIEHUSI M YMEHbIICHUS BPEMEHM BbIXOJa
U3 CTPOS 32 CUET MPUBJIEUCHUST JOMOIHUTEIbHBIX PECYPCOB.

HeobOxonumo uMmeTb BBMAY, YTO KpuOTOrpaguyecKue METOIbI
HCIIOJB3YIOTCSI B COYETAHWM CO CPEACTBAMM pPa3rpaHMUYECHUS] [IOCTyMHa, 4YTO
3HAYMUTEJIbHO MOBBIIIAET Ka4ecTBO 3aluThl [135,74 v ap.].

IlaccuBHple ~ MpPOrpaMMHO-TEXHHYECKME  METOAbI M CPEACTBa
obecrieyeHUss HH@OPMALMOHHOH  0€30MMaCHOCTH  TIPU3BAaHbLI  BBINOJIHSTH
(yHKUMU, CBsI3aHHBIE C KOHTPOJEM COCTOSIHMSI CHCTEMBbI, a TakKxXe
MOJrOTOBKOM HEOOXOAMMOI MH(OpMaLUM 11 aKTUBHBIX 3JIEMEHTOB CUCTEMBbI
3aliuThl. K HUM OTHOCSITCS CeayIolIne U3 3TUX METOJO0B 1 CPEACTB:

- moHutopuHr AUC. TlpeagHa3zHadyeH I pEerucTpaluu JesITEIbHOCTHU
MOJIb30BaTeIsl KaK B XOJE€ CeaHca, TaK M B TeyeHMe Oosiee MIUTEIbHOro
BPEMEHU;

- 11ocTobpaborka. DTo Tocjenypoliass oopadoTka U aHaAJIM3 COOpaHHOM C
MOMOIIbI0 MOHUTOPMHTIa WHMOpPMAaLIUU;

- peBusus H ayaur. VIMEOT CBOei 1IeJIbl0 KOHTPOJb PECYypCOB U
peanu3almIo orepaluii 1o ONTUMMU3ALUU UX UCII0JIb30BaAHMS;

- KOHTPOJIb 1LEJOCTHOCTH M J0CTyIIHOCTH. O0eCcneynBalOT IIPOBEPKY
LIEJIOCTHOCTU M TOCTYIMHOCTU pecypcoB U mpoueccoB B AUC.

MHornga mnaccMBHYIO 4YacTb almapaTHO-IIPOrpaMHHBIX METOAOB U
CpPEACTB Ha3bIBAIOT SIApoM Oe3onacHocTu [31].

JI1st  BBIMOJHEHWS CBOMX (QYHKIUN SAp0 0O€30MacHOCTH  JOJIKHO
001a1aTh CAEAYIOIIMMU OCHOBHBIMU CBOMCTBAMM:

- u30aupoBaHHOCTh. COCTOUT B TOM, UTO SIAPO 0€30MaCHOCTU AOJIKHO
OBITh 3aIIUILIEHO OT MOHUTOPUHIA CBOE pabOTHI;

- nogHOTA. S1apo 06€30MacHOCTU JOJIKHO PETrMCTPUPOBATh BCE COOBITHUS

B AUC. Ilpu 3TOM HE AOMYCTMMO HaJIM4YMe CIOCOOOB 00X0aa perucTpaluu;



- Bepupuupremoctb. COCTOUT B TOM, UTO JJIsl BBISIBJIEHUSI BO3MOXHBIX
HapylIEHUId CcOOpaHHYIO MWHQPOPMALMIO HEOOXOAUMO AaHaJIU3UPOBaTb M
IIPOBEPSITh.

C TOYKM 3peHUsT COAEPKAHUS CYLLIECTBYET JOCTATOUHO IIUPOKUI COCTaB
IIPOrpaMMHO-TEXHUYECKHUX CpPEICTB u (hopmanuzyembix METOJIOB,
MO3BOJISIIOIIMX PEaTM30BaTb OCHOBHYIO IIPOrPaMMHO-TEXHUYECKYIO 3allUTYy
MH(MOPMALIMOHHON CUCTEMbI OT HECAHKIIMOHUPOBAHHbBIX AECHCTBUIA.

PaccmoTtpum  Gonee mMoapoOHO  TEPEUYMCIECHHBIE  BBILIE  METOJbI

obecrieueHus1 uHGopmaroHHo# 6e3onacHoct ANC.

3.4.1. AKTMBHBIE IIPOTPaMMHO-TEXHMUYECKHE METOOBI M CpPEIACTBa
obecrieueHUsI MHPOPMAITMOHHOM 0€30IMaCHOCTH.

CucreMbl pasrpaHudyeHHs poctyma. OcHOBHasi (YHKIUS CUCTEMbI
pasrpaHMYeHMus] AOCTYIIOM - 93TO YIPaBJI€HUWE B3aUMOIECHUCTBUEM MEXIY
oobektaMu u cyobekramu AMC. OnHa npegycMaTpuBaeT  BBIIIOJHEHUE
CJEYIOLIMX ONepaLrii 3a1UThI;

o UISHTU(DUKALMIO U ayTeHTU(UKALIMIO TI0Jb30BaTesIei, TepcoHana
u pecypcoB cuctembl. Ilpyu 3ToMm, maeHTHdUKaALMs CBSI3aHAa C IPUCBOCHUEM
KaXJIO0My OOBEKTY U/WIN CYOBEKTY MEPCOHAIILHOIO UAEHTU(UKATOPA;

o MPOBEPKY  ITOJHOMOYMH,  3aK/JIOUAIOIIYIOCSI B IIPOBEpPKE
COOTBETCTBUSI BPEMEHHBIX MHTEpPBAJOB pa3pelleHMs] O0CTyna M IIpaB Ha
OCYIIECTBJICHUE TEX WM MHBIX OCVCTBUM;

o paspellieHMe UM CO3[daHue YCIOBMK paboOThl B  Mpeaenax
YCTAaHOBJIEHHOO PErJIaMEHTA;

o pearMpoBaHMe - 3alepxkKa paboT, OTKa3, OTKJIIUYEHNE,
CUTHAIU3aLMs U T.J. MIPU MOIMbITKAX HECAHKIIMOHUPOBAHHBIX IEHCTBUA.

B  KOMOBIOTEPHBIX  CUCTeMax  BbIICJISIOT  CJEOylollyMe  BMIbI

ayreHTuduKanum [221,168]:



- ayreHTH@uKauus MoJib3oBarejer ceru. IMeeTcss BBUAY OITO3HAHUE
MOJIb30BaTe/Ieil, KOTOPHIM HEOOXOAWM AOCTYH K 3alllMilaeMoil MHdoOpMaluu
wim Tpedyercs noakiarodeHue Kk AUC;

- ayreHTH(uKauusa nporeccoB. COCTOUT B OIMO3HAHUU MPOLIECCOB M
oIpeAeeHUN MPaBOMEPHOCTU UX ONepaliuii;

- ayTeHTUH@UKalHd XpaHAIIuxcs @ariaoB naHHplx. HanpasieHa Ha
YCTAaHOBJIEHUE TOTO (pakTa, YTO JAHHbIE HE MOABEPIIUCH MOAU(DUKALIUN;

- ayreHtu@gukanus  cooouieHur. CBOIATCS K  YCTAaHOBJICHMIO
MOJJIMHHOCTA TIOJYYEHHOIO IO KaHajaM CBSI3U COOOIIEHMSI, B TOM 4YHMCIIE
peleHus BOIpoca 00 aBTOPCTBE 3TOTO COOOIIEHUS M YCTAaHOBJIEHUS (pakTa

mpucma COOOILICHUS.
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Puc. 22. Kiaccugpukanys NpUHIHIIOB U CPEACTB UACHTHDUKALIUU

M0JIb30BaTeJIeH

B Hacrosiiiee BpeMsl UM3BECTHHI TPU OCHOBHBIE TPYMIlbl METOAOB
ayTeHTU(UKALUM TI0JIb30BaTeIC: 3anpoc CBEACHHH, IpoBepKka HAaJIUYUs

npeameTra 1 buoMeTpuieckas uiaeHTu@ukanus (puc. 22).



OmHMM M3 pacIpOCTPaHEHHBIX METOMOB ayTeHTU(UKALIMU SIBISICTCS
VCTaHOBJICHHE JIMYHOCTH I10 TeM CIEeLH(QHUIECKUM CBEACHHIM, KOTOPBIMH OH
pacrosaraer, T.e. 10 mnapoJiro. CUuTaeTcs, 4YTO 3TU CBEACHUS XpaHSTCS
WCKIIIOUMTEJIbHO B TaMSATU MOJb30BATeNsI M HE MOIYT OBITb M3BECTHBI
IMOCTOPOHHUM.

Ha cerogHsiiiHuii neHb B OOJIBIIMHCTBE CJydaeB ayTeHTU(UKALIMS
MOJIb30BaTEe OCYLIECTBIISIETCSI C MOMOIIbIO TapoJjeii. Ho oObluHbIE maposun
- cnabas 3ammTa. Kak BUOAHO M3 COCTaBa pacCMOTPEHHBIX 3JI0YNOTPEOJICHUA,
co3naHa OoJibllasi TIpylmna IPOrpaMMHBIX — 3JI0YHNOTPEOJEHU, KOTOpbIe
TTO3BOJISIIOT OTKPBITh MJIM MOJyYUTh MACHTU(UKATOPHI 1 mapoaun. Kpome Toro,
OObIUHBIE  IMApOJd  MOIYT  IIOACMATpuBaThcsl. B CBI3M ¢ 2TUM,
pa3pabaTbIBalOTCSl TEXHUYECKUE CPEACTBA, MO3BOJISIONIE 3aMEHUTb OOBbIUHBIC
Mapojiyd  TEXHWYECKMMM  SKBUBAJICHTAMU, KOTOpbIe  IIO3BOJMIU  ObI
UAECHTU(GUIIMPOBATh MOJIb30BaTe/ICii MPU BXOAE B CUCTEMY.

IIpyroii MeTon ayTeHTU(MUKALMM II0Jb30BaTEsl COCTOUT B IPOBEPKE
HaIM4HUs y II0JIb30BATE/II HEKOero Mnpeamera - (QU3HYecKoro oObeKTa,
TMPEACTABIAIOIIEr0 COOOH 3JIEKTPOHHBIH AaHajaor OObBIYHOIO Kiawoda. B
KayeCcTBe TaKWX TMPEIMETOB MOTYT OBITh MCIIOJb30BaHBI MAarHUTHBIC
IJJACTUKOBbIE KapTOYKM, KapTOUKM CO BCTPOSCHHBIM MUKPOMIPOLIECCOPOM,
>KeTOHBI, paguonepeaaTYnK HeOOJbIIOro pamuyca aeiictBust u ap. [27,39,91
u ap.].

MarHuTtHas IMIaCTMKOBAas KapTa - 3TO KapTa ¢ MarHUTHOM I10JIOCOi, Ha
KOTOpPOM  3amucaHa  IOCJEI0BAaTeIbHOCTh ~ CHMBOJIOB,  SIBJISIIOIIENCS
VHUKQIBHOM M MO COAEpXaHUIO OIpelessioneil IpaBa JocTyna U
TOJITHOMOYMS JepKATEesl.

Il1actukoBass  kapta €O  BCTPOCHHBIM  MHKDOIIPOLIECCOPOM -
MpeICTaBISIET coboii ILUIACTUKOBYIO KapTy co BCTPOCHHBIM
MMKPOIPOLIECCOPOM, MCHOJB3YEMYIO HE TOJBKO i1 XpaHEHUS] MH(pOpPMaLIUH,

HO M KaK CPeICTBO LIM(ppoBaHUS UH(GOPMALIVH.



B Hacrosiiiee BpeMsi MarHUTHBIE KapThl M KapThl CO BCTPOECHHBIM
MMKpPOIIPOLIECCOPOM  HAlIJIM IIUPOKOE paclpocTpaHEHHEe B 0OaHKOBCKMX
TEXHOJIOTUSIX IJIs1 UACHTU(UKALMU U ayTeHTu(UuKauuu kiameHtos [103, §].

XeroH - 93TO yCTpPOHCTBO, BbIpabaThIBalOlIEe IICEBAOCTYYAHYIO
OYKBEHHO-LU(MPOBYIO IMOCIEA0BATEIbHOCTh (CJIOBO). OTO CJIOBO MEHSETCS
CUHXPOHHO 4epe3 OIpeeIeHHOe BpeMsl OJHOBPEMEHHO CO CMEHOI TaKOIo ke
clioBa B ILEHTpaJlbHOW 0a3e JaHHBIX. B pesyabraTe BbIpabaThIBaeTCS
OJHOPA30BbII MapoJib, KOTOPbII UCMOJbL3YETCS B OINpeaesIeHHbII MPOMEXYTOK
BPEMEHM U TOJBKO UISI OAHOKPATHOTO BXO/JAa B CUCTEMY.

[IpuGop Touch Memory - 3TO CHEUMAJIbHBIA 3JIEKTPOHHBIM IIPUOOD,
CoIepXallMii ~ YHUKAJbHBIA  UMHASHTU(PUKATOP W  MUCIOJb3YEMbIA IS
UIeHTU(UKAUMU U ayTeHTU(UKALUU MyTeM KPaTKOBPEMEHHOIO KacaHusl K
CIeUMaIbHOMY CYMTBIBATEII0, CBSI3aHHOMY C KomnbloTepoM [144]. Ha
CEeTOHSIIHMUI JIeHb CYLIECTBYIOT HECKOJbKO Momudukauuii Touch Memory,
OTJIMYHBIX TI0 BO3MOXHOCTSIM M CTOMMOCTU. XOTSl B JIUTEpaType 3ayacTylo
MOABEpracTCcs COMHEHHUIO YPOBEHb €ro HamexXHOCTH [67,91], Ha TpakTUKe M3-
32 HUM3KOM CTOMMOCTM M JIETKOCTM B OKCIUIyaTallMM aKTUBHO BHEIPSIETCS
pa3paboTYMKaMU B CUCTEMBI pa3rpaHudeHus gocrymna [144,735].

OnpenelieHHYIO IEpPCHEeKTMBY MMEIOT TaK Ha3blBaéMble aKTUBHbBIE
CpelCcTBa OIIO3HAHMSI, KaKUM SIBJISIETCSI MMHHATIOPHBIH paauoriepeaaTynuk
ci1aboro paauMocurHaja, KOTOpbIM I10JIb30BaTee/lb HOCUT ¢ coboit. Kak
TOJbKO MepefaTYMK OKa3bIBaeTCs BOJM3M OT CIIEHMAJIbHOTO IIPUEMHUKA
(OOBIYHO Ha PACCTOSTHMM HECKOJIBKMX JIECSATKOB CEHTUMETPOB), MOCICAHUM
MPUHUMAaeT PaIUMOCUTHA M TMPOAHAJIM3UPOBAB €ro, BbIAAET paspellieHue Ha
noctyn. JIOCTOMHCTBO JAHHOIO IIOAXOAa B TOM, 4YTO ayTeHTU(UKALMS
OCYIECTBISIETCS aBTOMaTUYECKU, 0e3 BMeLIATeJIbCTBAa MPOBEPSIEMOro Juia U
0e3 (pM3MUYECKOro KOHTaKTa ¢ YCTPOMCTBOM CUMTHIBAHUS.

Haubonee  HageXHBIMU  CUMTAIOTCI  OHOMETPUYECKHE  METOUbI
HICeHTH(MHUKAILIMH, B KOTOPBLIX JIMYHOCTb WMICHTU(PUIUPYETCS MO OTIedyaTKam
naiablieB, ¢QopMe JagoHU, CceTJyaTKe IJia3a, IOAMNUCU, TOJOCYy M Jp.

xapakrepuctukam [36, 39].



CucreMbl pa3rpaHUUYEHMsI JOCTYIIA MOXHO YCJIOBHO pa3le/uMTh TaKXKe Ha
cUCTeMbl (PU3MYECKOro pasrpaHUYEHUsT JOCTyNa M CUCTeMbl pa3rpaHUUECHUS
noctyna K pecypcam AUC.

HaubGonee mnonaHo cucreMbl (U3NUECKOTO pa3rpaHUYEHUsT JOCTyma
paccMoTpeHbI B paborax [36,39,135,38,114,144 u np.].

Cpeny CcylIecTBYIOIIUX CUCTeM (DU3MUECKOIo pa3rpaHUYEHUs] JOCTYyINa
MOXHO BBIJICJIUTh CEAYIOLIEe OCHOBHBIE rpyniisl [39]:

° CBY- u yubpTpa3BykKoBble cucTeMbl. IlpenHasHaueHbl LIS
OOHapyXeHUsI OOBEKTOB, OINpPEACTICHUSI WX pa3MEpoOB, CKOPOCTU WM
HaIpaBJeHUs] NepeMelleHNs;

o JlazepHble U oNTHYECKHE CUCTeMbl. Pearupyior Ha mnepecedyeHue
HapyluuTejJeM CcBeToBoro Jydya. IlpumeHsitoTcst it OXpaHbl BHYTPEHHUX
MOMEIIEHU 3JaHMiA, TaK KaK NpU BHEILIHEM IPUMEHEHUU M3-3a OOJIbIIOTO
YylCcja BO3MOXKHBIX BO3JICUCTBUII OHU SIBJSIIOTCSI MCTOYHUKOM IOCTOSIHHBIX
JIOXKHBIX TPEBOT;

° TeneBuzmoHHsle  cuctembl. lllupoko  mpumeHsitoTcs I8
HAOMIOJEHUSI 32 TEPPUTOPUEN OXpaHSIEMOTo OO0BbeKTa WU 3a OOCTaHOBKOI
BHYTPU TIOMEILEHUS;

o KabGenbHble cuctembl. Mcnonb3yloTcss st OXpaHbl HEOOJBIIMX,
BpPEMEHHO HaXOJSIIMXCS Ha TEPPUTOPUU OOBEKTOB, a TakKxKe OOOpyIOBaHUS
BHYTPU TTOMEIICHU.

st yrpaBiaeHUsI AOCTYIIOM peau3yeTcsl IOJUTUKA Oe30I1acHOCTH,
NMpu3BaHHasE OOeCHeYuThb pa3rpaHUYeHue [OCTyIlla C 3adaHHbIM YpPOBHEM
HagexxHocTu. Iloag moauTukoil 0€30MacHOCTU IMOHMMAKOT COBOKYITHOCTD
MpaBWI W MEPOIPUSATUI, MPU3BAHHBIC PETYJIUMPOBaTh HOCTYI K pecypcam
ANC.

M3BecTHbl U pa3paboTaHbl [ABa TUIA TIOJUTUKM OE30MacHOCTU -
n3dupateabHag 1 nojaHomoyHas [112,30,136].

Kpunrorpadpudeckue METOIBI 15 cpeacTBa obecnedeHU

nHGopMaLIMOHHOM 0€30IMacHOCTH. Kpunrorpaguyeckoe 3aKpbITHE



MHGOPMALIMM CYUTAETCS JOCTATOYHO 3(P(PEeKTMBHBIM KaK C TOYKU 3PEHUS
3alUMTHI, TaK M HAIJSAHOCTU ISl Mojb3oBareneil. Ha ceromgHsIHU neHb
BTOT BMJ 3allMUThl IIMPOKO MNPHUMEHSETCS KakK IIpu 00paboTKe, TakK M
xpaHeHun wuHbopmauum [99,22,41,63,38,74,106 u gp.]. Ilpu nepenaue
MHOPMALIMM MO JIMHMUSAM CBSI3W KpUNTOrpadmMueckoe 3aKphITUE SIBJISIETCS
OCHOBHBIM METOJOM €€ HaAe>KHOM 3allUThI.

IIudpoBanue moapasymeBaeT peaam3alunio AByX mpouenyp [135,162,
169]:

- mpoueaypa IIM@pOBaHUS HMCXOAHOTO OTKPBITOTO TEKCTa JOKYMEHTa
(cool1IeHMST) ¢ LEIbI0 MOJYyYeHUs 3alln(pPPpOBAHHOIO TEKCTA;

- Tpouenypa pacim@poBaHUd 3alIM(PPOBAHHOIO TEKCTA C 1LIEJIbIO
MOJIyYEHUSI OTKPBITOTO TEKCTA.

C nomolipio Kpurrorpadguu Bo3MOXKHO oOeceuyeHue:

- MppoBaHUs nHdopMaLu JUTST 3aLLUThI KakK oT
HECAHKILIMOHUPOBAHHOTIO JTOCTyIa co CTOPOHBI MOJIb30BATENS
3JIOYMBILJIEHHMKA, TaK U OT KOMITbIOTEPHBIX BUPYCOB;

- KOHTPOJISI LEJOCTHOCTM XPaHSIIMXCS JaHHBIX W MOporpamMMm C
LIEJIbI0O OOHAPYKEHUS CAyYalHBIX M MPpeIHAMEPEHHBIX UCKAXKEHMIA;

- ayTeHTU(dUKALMU TIepelaBacMbIX COOOIIEHUM C 1IeJbl0 MPOBEPKU
LIEJIOCTHOCTU MX COAECPXKaHUS U MOATBEPKACHUS MOJTMHHOCTU aBTOPCTBA;

- ayTeHTU(pUKALUM AJOKYMEHTOB C LIEJbIO0 PEIUEHMS CIIOPHBLIX BOIIPOCOB
OTHOCUTEJIbHO aBTOPCTBAa JOKYMEHTOB Ha OCHOBE LIM(POBOM IMOAMNNUCH;

- 3alUMThl MPOrpaMM OT  HECAHKLIIMOHMPOBAHHOTO KOIIMPOBAaHUS U
pacpoCTpaHEeHUS,

- TEHepalyM MapoJjieil 1 opraHM3alMy NapoJbHbBIX CUCTEM.

[IpaBuabHBI BBIOOP CHUCTEMBI IHIM(PPOBAHUS ITIO3BOJSET AOCTUYD
CJICIYIOIIUE LIEJU:

- CKpBITh COAEpKaHKWE TOKYMEHTa OT MOCTOPOHHUX Jull (oOecrneuyeHue
KOH(MUACHLMAIBHOCTU JOKYMEHTA) IIyTeM IIM(MPOBAHUS €r0 COAEPKUMOIO;

- obecrneyuTb COBMECTHOE MCHOJb30BaHWE JOKYMEHTa TpYNIOi

MoJIb30BaTeIeil  CHUCTEeMbl  IMyTeM  KPUITOrpauyecKoro  pasiaesieHus



MHGOpPMALIMM U COOTBETCTBYIOLIETO MPOTOKOJA pacipenesieHus Kiawodeid. [1pu
B5TOM I JWI, HE BXOMMIIMX B TPYMIly, COAEpXAaHUE IOKYMEHTa SIBJSIETCS
HEIOCTYITHbIM;

- CBOEBPEMEHHO OOHApYXWThb MCKaXEHHUEe, TMOAACIAKY IOKYMEHTa
(obecneueHue LIEJIOCTHOCTHU JTOKYMEHTA) myTeM BBEJICHUS
KPUIITOTpa(pUIECKOro KOHTPOJIBHOIO MPU3HAKA;

- YIAOCTOBEPUTBCS B TOM, UTO AOOHEHT, C KOTOPBIM IIPOUCXOMUT
B3aMMOJEUCTBUE B CETU SIBISIETCSI UMEHHO Te€M, 3a KOro OH ce0sl BbIIAET
(ayreHTU(UKaLIMS aOOHEHTa/MCTOUYHMKA JAHHbIX)

KpunTorpaguyeckue aaropuTMbl pa3neisioTcs Ha ABa Kjacca:

- CUMMETPUYHBIE;

- ACUMMETpPUYHBIE.

B cumMeTpuyecKuMX airoputmax IIA@pPOBaHUSI CEKPETHBIA  KITIOY
M@ POBaHUS COBMAAAET C CEKPETHBIM KJIIOUOM paciuv(poBaHUs.

B acummeTpuyHBIX cxemax IM@poBaHus (KpUOTOUITOPUTMBI C
OTKPBITBIM ~KJIIOUOM) OTKPBITHIA KJIIOY IIU(PPOBaHUS HE COBOAZAECT C
CEKPETHBIM KJIIOYOM paciurdpoBaHMSI.

B xpuntorpadpum npunHaTo mnpaBuiio Kepkxodda, B COOTBETCTBUU C
KOTOPbIM CTOMKOCTbH IM(pa J0KHA OMPEAEAIThCS TOJAbKO CEKPETHOCTBIO
KJI04a. 3J0YMBIIUIEHHUKY - KPUOTOAHAJUTUKY B CUCTEME€ 3alllMThl MOXET
OBITh M3BECTHO BCE€, KPOME CEKPETHOTO KJIIoYa.

ITon KpUNTOCTOMKOCTBIO MMOHMMAIOT CJIOXHOCTb aJArOpUTMa PACKpPbITUSIL.
CunTaercs, 4To KPUITOCUCTEMA PACKPBITA, €CIAU 3JIOYMBILILIEHHUK CIIOCOOEH

C BCPOATHOCTLIO, HpeBI)IHIaIOH_[eﬁ 3aJaHHYIO, IIpOBECTHU  CJICOYIOIIIUNC

orepaluu:
o BBIUMCJIUTh CEKPETHBINA KIIIOY;
° BBITTIOJTHUTD 3 HeKTUBHBIN aJITOPUTM peoOpa3oBaHusl,

(PyHKLIMOHAJILHO SKBUBAJIECHTHBIA UCXOJIHOMY KPUIITOAJITOPUTMY.
Jst Toro, 4TOOBI 3a9BUTh O PACKPBITUM KPUIITOCXEMBI, HYXHO HeE

TOJILKO yKa3aTb cam aJITOPUTM PaCKpPBITHS, rapaHTUPYIOLIUI
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3JIOYMBILJIEHHUKY yCIeX, HO M TO, UTO JAHHBIA aJrOPUTM BBINIOJHUM 3a
peajibHOE Bpemsl.

Jns pelieHus: 3agayd  ayTeHTU(pUKAIUM MHEOPMALMKU B  ILLIHMPOKOM
CMBICJIE, T.€. JJIS1 3alllUThl OT BCeX cnocoboB ooMaHa, duddu u XeamaHoMm B
1976 1. mpemroxkeHa KOHIEMIINAS ayTeHTU(UKAIMM Ha OCHOBe "LIMMPOBOI
noanucu” [27]. OHa 3akiiroyaeTcs B TOM, UTO KaXIblii II0JIb30BaTe€ldb CETHU

MMEET CBOM CEKPETHBIN KIII0U, HEOOXOAMMBIN s (pOPMHUPOBAHMS TOAIIUCH,

COOTBETCTBYIOLIMIA 3TOMY CeKPETHOMY KJIIOUY OTKPBITBIA  KJIIOY,
MpeaHa3HAYCHHBIM [JI1 TMPOBEPKU TIOAIUCH, M3BECTEH BCEM JPYIUM
MOJIb30BaTESIM  CETH. B npennoxeHHoii cxeme 1udpoBasi TOAMNUCH

BBIUMCJISIETCSI Ha OCHOBE 3alllMILIAEMOro COOOIIEHMS M CEKPETHOIO KJoya
KOHKPETHOIO  IOJb30BaTesl, SIBJISIIOLLIETOCS  OTHpPaBUTEJEM  3TOrO
coobweHust. Kaxnplii  1mojb3oBaTedb, HMEIOLIUIA COOTBETCTBYIOLLIMIA
OTKPBITBIN KJIIOU, MOXKET ayTeHTU(UIUPOBATh COOOIICHUE IO MOAMNNUCH.
Kpome TOro, 3HaHuMe OTKPBITOTO KJIKOUa HE MO3BOJSIET MOAAEIaTh IOIMKUCH.
Takue cxeMbl ayTeHTU(UKALMY HAa3bIBAIOTCS aCUMMETPUYHBIMU.

OcHoBHast obJjlacTb OpUMEHEHHUsI LUEPPOBOK TOANUCUA -  3TO
KOMMEpUECKHE KOMIBIOTEPHBIE CHUCTEMbI, B KOTOPBHIX OTCYTCTBYET B3aMMHOE
IoBepue CTOpPOH  ((PMHAHCOBBIE CHUCT€Mbl, CMCTEMbl KOHTpPOJS 34
coOJIIoJeHUEM JOroBOpPOB M T.O.). Bo3MOXHO mpuMeHeHue cxeM LU@pOoBOi
MOAIMUCHU JIJISI CO3AaHUs "2JIEKTPOHHOTO HOoTapuyca' C LieJblo oOecreyeHusl,
HaIlpuMep, aBTOPCKMX IpaB Ha MPOrpaMMHBbIEC U3ME/INS.

Bo MHOrux otHoleHMsX Lu@poBas MOANMCH MOXOXa HAa  OOBIYHYIO
(Tabauua 3).

Tabauua 3.

CpaBHUTEBbHbBIE XapPAKTEPUCTUKM OOBIYHON M LU(POBOI MOATIMUCEA.

OOBIYHasI MOOIMNCH IIndpoBass moamich
Y Kkaxgoro yesioBeka CBOM,TOJIBKO Kaxxaplii 4eJIOBEK MCIIOJIb3YET IS
eMy NPUCYIIUN TTOYEPK, KOTOPHIN IMOAIACHU JOKYMEHTOB CBOWM
XapaKTepU3yeTcsl OIpeaeaeHHBIM YHUKAJIbHBIN CEKPETHBIN K04
HalmMcaHueM OYKB, JaBJICHMEM Ha
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PYUYKY U T.1.

[TonbiTKa TTOAAENKN TTOATTUCHU JIro0ast momnbITKA MOANMCATh JOKYMEHT
OOHAapPYKMBAETCSI C OMOILBIO 0e3 3HaHUSI COOTBETCTBYIOLIETO
rpado10ru4ecKkoro aHaausa CEKpPETHOIO KJII0Ya MPAKTUYECKU HE
MMEET ycIiexa
[Tonnuce 1 moanuchIBaeMbIi LudpoBasg 1noaANMCH NOKYMEHTA €CTh
JOKYMEHT IIepeaaloTCsl TOJIbKO (byHKLMS coaepKaHUS 3TOr0 JOKYMEHTa
BMECTE HAa OJHOM JIUCTE OyMaru. 1 cexpeTHoro kitoyva. [udponas
Curyanuii, Koraa Imoanuch MOJAMNKUCHh MOXET MepeaaBaTbCs

MepeaaeTcs OTAEAbHO OT JOKYMEHTA | OTAEJAbHO OT JOKYMEHTA
He cyuectByeT. [Ipu saTOM noanuck
HE 3aBUCUT OT CONEPXKAHUS

JOKYMCHTA Ha KOTOPOM OHa

MOCTaBJICHA

Komuu noanrcaHHOro 10OKyMeHTa Komus noanucaHHOro udpoBbIM
HEJIECHACTBUTEIIbHBI, €CJIM OHU HE CIIOCOOOM JOKYMEHTA HE OTJIMYAETCS
MMEIOT CBOEM HacTosileil (a He OT €ro opuruHajia (HeT IpoOJeMbl
CKOMMPOBAHHOW) MOAIIUCHU HOAMUCU KaXXIOW KONUU

BoccranoBaenue. Ilpu akTMBHOM  B3aMMOAEHMCTBMM CO  BCEMMU
MOJACUCTeMaMy 3allMThl, MOJCUCTEMa BOCCTAHOBJIEHUSI MpU3BaHA O0ECHEYUThb
HenpepbiBHYIO padoty Bcex KommoHeHTOoB AMC. B ee pamkax peanmusyeTcs

KOMIUIEKC MEpPOIpUSITUIl BOCCTAHOBJIEHMSI, TIPUBEASHHBIM Ha puc. 25.

3.4.2. IlaccuBHBIE IMPOTPAMMHO-TEXHHYECKHAE METOIBI M CPEACTBA
obecrieueHUsI MHPOPMAIIMOHHOM 0€30IIaCHOCTH

IlaccuBHbIE MeTOABI U CpeACTBA 3alllMThl IPU3BAaHbI  AKTUBHO
B3aMMOJICIICTBOBATh KaK MeEXIy COO0OM, TaK M C TPYIMIION aKTUBHBIX CPEJCTB
3amutel AUC.

Ha puc. 23 mpeacraBieHa cxema B3aMMOJEHCTBUSI MACCUBHBIX CPEICTB
obecrieueHUs1 MTHPOPMALIMOHHOM 0€30MaCHOCTA MEXIAY COOOM INpPU BbBIPAOOTKE

HeoOXxonuMor nH@opMauu s apyrux noacucrem 3ammrbl AUC.




—~ MonuTopunr JL

l_IOZ[,CI/ICTeMa c6opa I_IOZLCHCTEMa IIOATOTOBKH

I

I Iocro6paborka

HH(pOpMaLUH ZAHHbIX

[ loacucrema | Iloacucrema | Iloacucrema | Iloacucrema
(hOPMHPOBaHUS aHaAM3a MOJEAHPOBaHUsl | TeHepaluH

noxaaaTeA%’ l,: :: l,: :: nﬁemomeﬂuﬁ

PeBusus z

Puc. 23. CocTtaB 1 B3auMOJIeiICTBME MACCUBHBIX CPEJCTB

obecneyeHus1 MHPopMauMroHHON 6e3onacHoctu AUC.

CpencrBa moHmropuHra. Cucrema MoHutopura AVMC BximouaeT aBe
OCHOBHBbIE MOACUCTEMBI - MOACUCTEMBI cbopa nHOpMaLIUH,
(HennocpeactBeHHO MOHUTOpPMHT AMC) u moacucteMy MOATOTOBKU JTaHHbBIX
IJISl APYTUX TTOACUCTEM 3alUUThl MHMOPMALIVMN.

ITo Hamemy MHeHuro, B AMC  JgoKeH  OCYLLIECTBISITHCS
MHOTOYPOBHEBbII MOHUTOPHUHT (Ha ypoBHE€ orepauroHHOU cucrtembl, CYDB/I,
npwioxeHnuit). Hapsimy ¢ 3TuM cpeacTtBa MOHUTOPUHIA JOJDKHBI  ObITh
coctaBHOl 4YacThio AWMC 1 Xpyrve ee 4acTu AOJDKHBI paboTaTh HE3aBUCUMO
oT coctossHust AVUC: sKkcrutyaTtalusi, o0CayXKrMBaHUEe, PEMOHT U T.II.

CucremMa MOHMTOPMHIA OCYLIECTBJISET aHalu3 CTOPOH KOH(PIUKTA;
CTPYKTYpbl  KOH(MIMKTHOIO MOBeICHUS (KOH(IUKTHAs cUTyaLusl,

KOH(MIMKTHbIE YCTAaHOBKM CTOPOH, KOH(MJIUKTHbIE JEUCTBUSI); AMHAMUKU
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KOH(pIMKTa; peuieHuss KOH(AuWKTa (TakTUKAa M CTpaTerus); Cpeabl
KOHQJIMKTA.
OcyluecTBIeHME MOHUTOpPMHIa I BbigBiIeHMs [13 mnpenmonaraer

CUHTE3UPOBAHHbIN aHAIN3 CJIEAYIOIIUX BONPOCOB (puc. 24):

[13-N
L& Oaxrer AOKyMeHTE
[13-1

Oaxr 1 > Doxymenr 1

///
Kormenmus I13 f\ Daxr 2 Doxyment 2

] Py
MoruBe Oaxr 3 JMokyment3
Cpepa
TToBepeHHe ///><

YCTOHYMBOCTE Oaxr F Aoxyment D

Puc. 24. KoHuenuuss MOHUTOPUHTA, OPUEHTUPOBAHHAsI Ha BbISIBJICHUE

MPOrpaMMHBIX 3JI0YIIOTPEOICHUMN

IIpeacTaBJICHUE O I13 unu ee KOHLECMHIINA,

MOTMBBI, BIMSIOIIUE Ha TIPoLiecChl pa3padboTku 1 BHeapeHus I13;

KOMITBIOTEPpHAaA Cp€aa,

“nmoBeneHue” 113 m MeToabl OOHApPYKEHUS;

ycTorumBOCTh [13 (MeToabl MACKMPOBKM, BHEAPEHUS U T.1.).
[loacucremMa MOATOTOBKY MAHHBIX MPU3BAaHA YYMUTBHIBATH HEOOXOAMMOCTD
1 TpeOOBaHMS K BXOIHBIM JAaHHBIM JUISI BCEX KOMIOHEHTOB CHUCTEMBI
nHpopMamoHHo 6e3onacHocty AMC. Wwmeercss BBuAy, 4YTO JaHHBIE,
perucTpupyeMble  IOACUCTEMON cOopa MH@OpMaUMU  JOKHBI ~ OBITh
MOJArOTOBJIEHBI, CIELMaJbHBIM 00pa3oM QopMaTUpOBaHbl U 3allMCaHbl B
CeUMaNbHbIX (aiax g TOro, 4YTOOBI WX WCIOJb30BAIA JIPYyTUE
noacuctembl. Ha pwuc. 25 cucreme MOHUTOPUMHIA COOTBETCTBYET 3TOMY

“U30BITOYHOCTE .
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Ilocrobpaborka. XoTsT BO  MHOTMX MCTOYHMKAX  OTMeYaeTcs
HEOOXOIMMOCTh M BaXKHOCTb ITOCJHEAYIOLIEH 0O0pabOTKM COOpaAaHHOM CUCTEMOM
MOHUTOpMHIAa HH(OpMALIMU, OO0 CuX MHop B jaureparype (kpome [134,52])
JaHHas TpobjeMa He Halllja J0KHOTO OTpakeHMsI.

ITo Hamemy MHeHUIO B (PYHKUMM IoacucTeMbl noctodopadotku AMUC,
OOJDKHA BXOIMTh M IOCAeAylolasi o0paboTKa M aHalu3 COOpaHHOM C
MOMOILbI0O MOHUTOPMHIa WMHMOPMaLUKU, pe3yJbTaTOM KOTOPOU AOJKHO OBITh
MpeOCTaBJIeHUE CIIPaBOK, OTYETOB M pEeKOMEHIALlMil OTBETCTBEHHOMY 3a
COCTOSIHME 0€30MaCHOCTH JIUILY.

B xauecTBe OCHOBHBLIX JAHHBIX, COAEPXKAIIMXCS B OCHOBHBIX OTUETax M
ClpaBKax MOXHO IIpU3HAThb TaKWe II0Ka3aTeayM KaK 4YacToTa CMEHSIEMOCTHU
3aJa4; 4YMCJIO OWIMOOK TIpM  WACHTU(PUKALMMU, YUCIAO  HaPYLICHUH
MOJIHOMOUMIA; BpeMsl HCIIOJb30BaHUSI Mpolieccopa [IJisi OJHOIo IIpoliecca;
YUCJIO TEXHUYECKUX COOEB U JIPYrve, XapakTepusyloliue paboTy U COCTOSIHUE
CUCTEMBbI 3alUTHI.

PeBuzug wu ayaur. llogcuctema peBU3UMM MpU3BaHA OCYIIECTBUTH
MPOBEPKY HAJIMYMS, LIEJJOCTHOCTM M JOCTYITHOCTM PECYPCOB M IPOLIECCOB B
ANC.

AyouT CcBsI3aH C JEWACTBUSIMU UM COOBITUSIMM, 3aTparvBaroliMU
0e30IMacHOCTb CUCTEeMbl. K HMM OTHCAT: BXOA B CUCTeMYy (YCHELIHBIA WU
HET); BBIXOJ M3 CHUCTEeMBbI; OoOpallleHUe K YyIaJleHHON CHUCTeMe; OIlepaluu C
(paitmamu; cMeHa MPUBUIIETMA WJIM UHBIX aTpuOyTOB Oe3omacHocTu. Criemyer
OTMETUTb, YTO MOJHBINA TIepeYeHb COOBITUI, MOTEHLMAIbHO MOIJEXKAIIUX
perucTpaluuyd 3aBUCUT OT W30paHHOM TIOJUTUKM 0O€30MacHOCTU M OT
cneuuduku AUC.

B 3akioyeHMM OTMETUM HACTOSITEIbHYIO HEOOXOAMMOCTh OOecredyeHus
JIOTUYECKOM LIEJOCTHOCTA KOMILIEKCAa MPOrpaMMHO-TEXHUYECKUX CPEACTB.

BBugy TOro, 4Tto paccMaTpMBaeMble ~ METOAbI U CPEICTBa
OpPHMEHTUPOBaHbl Ha OTAeJbHbIe KOMITIOHEHThI AMC, BaxxHO Oosiee AeTajbHO
OCTAHOBUTBCSI Ha PAacCMOTPEHMM MX B3aUMOACHCTBUSI C IMPOTPAMMHO-

TeXHUYECKMMHU CpeICTBaMU obOecriedyeHUsT MHEOpPMALMOHHON Oe30MacHOCTHU
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JaHHOU cucteMbl. IIpy >TOM B KauyecTBE OCHOBHBLIX IIPU3HAIOTCSI TaKue
komnoHeHTel AMC, kak nepconain, OBM, mnepudepuitHoe o00pygoBaHUE,
KOMMYHUKAILIUM, ONEpPALlMOHHBIE CHUCTeMbl, CHUCTEMHOE€ M MPUKIATHOE
MporpaMMHOE, TaHHBIE.

CoctaB METONOB M CpPEICTB OCYILICCTBICHMSI PEBU3UMU M ayauTa IO
KOHKpeTHbIM o0bekTaM AMC, npuBenaeH Ha puc. 25.

IIpuBeneHHBIN COCTaB MPOrpaMMHO-TEXHUYECKMX METOJOB M CPEICTB
obecrnieyeHUs1 MHGOPMALIMOHHOM OE30MacHOCTM OBIJIM  OIpEAcaeHbl IS
npouecca pyHkumonupoBanuss AMC (puc. 17, 25).

PaccMoTpyiM  OCHOBHBIE  METOALI M CpeAcTBa  obecrnedyeHus
nHopMaLlMOHHOU Oe3omacHocTu Iipu B3aumopaeictBuu AMC ¢ BHellHel
Cpenoii, T.€. Ha 3Tanax BXOJHOIO W BBIXOJHOIO KOHTPOJIS).

BxogHOMy KOHTpPOJIO OOJKHBI ITOABEpPraTthCss Bce KOMIOHEeHThl AMC
(mepconan, OBM, nepudepuitHoe  000pygoBaHUWE, KOMMYHMKAIIWU,
ONEpallMOHHbIE  CUCTEMbI, CHUCTEMHO€ W IIPUKIAOIHOE IIPOTPAMMHOE
obecnieyeHue, MHGopmaLus).

Ilepconan nomkeH OBITh WACHTU(MUUUPOBAH M AYTEHTU(UIIMPOBAH.
Kaxnplii BXOoJ B CUCTEMY JIOJDKEH PEerucTpUMpOBaTHCSI B CUCTEMHOM >XypHalie.
Kaxnplii monb3oBarenb IOCIe ayTeHTU(MUKALUMKA AOJDKEH MPOUTU MPOBEPKY
MOJITHOMOYMIA, MOCJe YEero emy JOJKHbI OBbITh BBIACIEHBI OIpeaeIeHHbIE
pecypchl, COOTBETCTBYIOIIME ero kiaccy. Iloagcucrema peanuzaluuu BXOOHOIO
KOHTPOJISI  JOJ/DKHA ~ YIPaBISAThL  MApossMUA, MeTKaMu  0€30ITIaCHOCTH,
MOJITHOMOYMSIMU U JIP.

IIpy Bxome B CHUCTEMY KaxXIblii KOMIIBIOTEp JOJLKEH  OBITh
UaeHTUDUIMPpOBAaH M ayTeHTUdUIMpoBaH. B ycinoBusx mwoboit AUC B
KaXAbli MOMEHT BpeMEHM HeoOxoauMa WH@opMalLusd O TOM C Kakou
yIaJIeHHOI cucTteMoit paboraeT dyHkuuoHupuwooias ANC, nepeyeHb YCIyT,

KOTOpbIE MPEIOCTaBISIOTCS yaaneHHoi cucteMe win AMC nonydaeT oT Hee.
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VipenTn(uKanums 1 ayTeHTH()UKAIMS TIPOIeccoB
OnpepeneHne TOAHOMOYHI

AyrenTauranis
HCTOYHUKOB

TIpoBepka 1[eAOCTHOCTH

TIpoBepKa MOAHOMOYHI U OLPeAeAeHHe Pabouero MpoCTPAHCTBA

) @OATBepmAeHne HOAY‘{eHﬂa

Brlpaua MOAHOMOYHHA

YnpaBAeHVe TapOASIMH K
KAIOYaMU 3alUTEL

‘ CoraacoBaHue IIPOTOKOAOB >

Perucrpanus noaydeHus

PernamenTanusa u

PeraaMeHTaIus MCIOAL30BaHUs pecypcoB AVIC

A AN [

HpI/IHy’}K AeHI/Ie ( YnpaBAeHHe B3aUMOAEHCTBHEM 06BEKTOB/06EKTOB; 00EKTOB/ CyGHLEKTOB; CyOLEKTOB/ CyOBEKTOB
( Pasrpannuenue mpoueccon
( Beaenue cucTeMHOTO KypHaAd
I/I36BITOLIHOCTB AOTIOAHUTEABHAS! HOrOKpaTHas! aApecarys TIeIMaABHBIE TIPOTOKOABI C
o . Pe3epBHOe KONMMPOBaHKe
uH(pOpMAIHT C KOHTPOAEM TOBTOPHOH Tepepaveit
N \OTHIEeCKIe 1 M o
AOTIOAHUTEABHEIE ACHCTBHUS MaTeMATHYECKIE METOA! 0AeMEI 0OPaTHOTO BEI30BA
TloBTOpHAs HT]
MASHTH(UKAIIS
KoHTpoAb HaAm4ms OTIOAHHUTEABHBIN KOHTPOAL
TecrupoBaHue
P eBU3UI TepMUHAAA €AOCTHOCTH 1 AOCTYTTHOCT!
PeBu3ust moaAHOMOUMI ( PeBu3Ks 1 KOHTPOAB AOCTYTIHOCTH PECypCOB )
KoHTpOAB 1[eAOCTHOCTH TIPOIIeCCoB )
OBDUCTHUECKHE AHAAM3ATOPEI CPEABI Ha TPEAMET HaAMUIT
HPOTPAMMHEIX 3AOYTIOTPeOACHHH
AHTHBUDYCHBIE CPEACTBA
CrenuanbHEle TPOTOKOAR!
BoccranosaeHne ceaHcoB
BOCCTaHOBAeHI/Ie BOCCTAHOBACHHS CBA3H
BoccranosAenue U3 apXuBa )
( BoccTaHOBACHNE IPOIECCOB TI0 OMMCAHUIO PETHCTPAIJHOHHOTO JKyPHaAa (OTKAT) )
= Perucrpanysi OKOHUaHHSA P 6
BBIXOAHOI/I ( Perucrpanyst BHIOBITHS. ) ( Vinnnuaausanys U TeCTUPOBaHUe ) park ) ( PeI‘I/ICTpaHI/IH OKOHYaHHS TIPOIECCOB ) CTHCTPALIMS BbIOBITHS HH(OPMAILHH
CBA3U H_JaHHBIX
A [TpoBepKa AOCTYTIHOCTH
KOHTp OAB Jesasrasags nepeoranvitx ( POBEPKa AOCTY] ‘YaareHHe Iporeccos lngpposanue/SLTT
HM/EHTH(UKATOPOB, CYETOB H Ap. KaHaAad

pecypcos

OcBoBoKpeHze Pecypcos

( CrieriaAn3anys KaHaaa ) (

) ( Iposepka weroctHocTH )

[oayuenme noarsepzsaenus o
TIOAYYEHHH OT TIPHEMHHKA

Puc. 25 CoctaB nporpaMMHO-TEXHMYECKOIO 00eCeUyeHnsI CUCTEMbI MH(POPMALIMOHHOM 0€30MMaCHOCTH.
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AHajiorn4yeHble TpeOOBaHUSI BXOJHOTO KOHTPOJS MPEIbSBISIIOTCS U K
nepugepuitHoMy 000pyI0BaHMUIO.

B oTHoOlllEHMM KOMMYHHUKALIMI  MPEACTaBIsSIeTCs BO3MOXHBIM 0oJiee
NoapoOHO pacCMOTPETb CUCTEMY 3alllUThl, Oa3upylolIylOcsl Ha 7-MU
YPOBHEBOI MOJEJIH.

KomMepueckne CTpPYKTypbl BBIISISIIOT 3HAUUTEJbHBIE pecypchl ISt
3a1LUThI nHoOpMaLInHU, MOCKOJIbKY BO3MOXHOCTb PaCKpPBITHS
Mpo(eCCUOHANTBHBIX CEKPETOB M KOPMOPATUBHBIX IUJIAHOB WM (DMHAHCOBBIX
CHEJIOK SIBJSIETCS  KaTaJu3aTOpOM ISl MNPOBEACHUSI COOTBETCTBYIOLIMX
HCCIeIOBaHUI U pa3paboTOK. B kauecTBe 0a3uMCHONM (3TaJOHHOM) IMpU3HAHA
7-MU ypOBHeBasi MoAejb MexXayHapoaHOW OpraHM3aluM I0 CTaHAapTU3aluu
(MOC) u MexayHapoJHOTO KOHCYJIbTaTUBHOIO KOMMTETa MO Tejaerpaduu u
teneonuu (MKKTT).

B pamkax sTajoHHOI MoOJENM IJIsd KaXXJIOTO YPOBHSI OIpenesIsIIoTCS
COOTBETCTBYIOIIME CTaHAApPThl (PopMaThbl, CEMaHTUKA 3JEMEHTOB JaHHBIX,
BJIEMEHThl B3aMMOJICMCTBUSI CMEXHBIX YpOoBHeil). B cBowo ouepeab, YpOBHU
STaJIOHHON MOAEAM BKJIIOYAIOT KJIAacChl YpOBHEW cHeluUUHBIX IS
KOHEUHBIX CUCTEM; MapLIPYTU3ALMU 1 CIIeUM(PUYHBIX IJISI CMEXHBIX CUCTEM.

JJIs1 KOMMepUeCKMX CHCTeM OOoJbllioe 3HAauyeHME HMEIOT IMepBble Ba
Kjacca  M3-3a  BO3MOXHOCTEM  MOpOBEACHUSI  KOHTPOJSI B paMmKax
CYLIECTBYyWOLIEro  Tpaduka:  MNPUKIAAHOIO,  IPENCTaBIeHUs  JaHHBIX,
CEaHCOBOI0 U TPAHCIIOPTHOIO YPOBHEM, a Takxke ceTeBoro. Pa3smeleHue
CPeICTB 3alllMThl Ha MYJbTUYPOBHSIX oOOecIleurMBaeT TpeOyeMyl CTeleHb
0e30IMacHOCTH 3a CYET COBMECTMMOCTHM IpPOrpaMMHO-amIapaTHBIX CPEACTB U
TOJIEPXKKU CPENCTB CBSA3U (puc. 26).

IIpy cpaBHEHMM CYLIECTBYIOIIUX CTaHIAPTOB CJEAyeT BBIACIUTH
pa3anyusl, B OCHOBE KOTOPBIX JieXaT MNpU3HAKM (HYHKUMOHAILHOCTU U
HEOOXOAUMOCTH.

Ecnun pasmellieHue 3J1€eMEHTOB 3alllUThl HAa BCEX YPOBHSIX 3TaJJOHHOM

MOJEIN SIBIISIETCS O0S13aTE€NbHBIM IS ToCyaapCTBEHHBIX KOMITBIOTCPHBIX
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CUCTEM, TO KOMMEPYECKMM IIeJIeCO00pa3HO MCMOJIb30BaTh IPUKJIATHOMN

YPOBEHb.
Mndopmam: o [Tpuxnagroi
4
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Puc. 26. Cxema opranmsanuu 3alliMThl UH(GOpMAIIUM B CUCTEME,
Oa3upylouiencss Ha 3TaJJOHHOU MOJeIn

Ha ypoBHe onepalMOHHON CUCTEMbI, CUCTEMHOIO0 U MPUKJIATHOIO
MPOrpaMMHOTIO obecrneyeHus1 JOJIKHBI JOJIKHBI OCYILECTBISATHCS
uaeHTuuKaIus U ayTeHTU(UKALMs MPOLECCOB, ONpeacaeHUe MOJTHOMOUYMIA
JUISI KaXJI0To Tpoliecca.

BxomHOIT KOHTPOJIb MO OTHOIUEHMUIO K MH(pOPMALMUA OCYILECTBISIETCS B
CJIyIYIOLINX HaNpaBICHUSIX:

I/I,HGHTI/I(I)I/IKaHI/IH n aYTeHTI/IQ)I/IKaHI/IH NCTOYHHMKOB,

IpOBEpPKa LEJIOCTHOCTU JAaHHBIX,

HOATBEPKACHUC TTIOJTYUYCHUA OAHHDIX;

perucTparnus moay4yeHus JTaHHbIX.
B pamMkax BBIXOZHOIO KOHTPOJIS peau3yeTcss KOMILIEKC Mep IO

MPEIOTBPAILICHUIO  MCIOJB30BAHMUSI  PECYpCOB  HEAaBTOPU3UPOBAHHBIMU

CYObEKTaMM.
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IIpn BBIOBITMM NEpCOHAJa M3 CHUCTEMbI JIOJDKHA OBITh peaau3oBaHa
oOs13aTeJibHasl ~ perucTpalysi  BbIOBITHSI, Je3aKTHUBALUSI  MEPCOHATBHBIX
UIEHTU(MUKATOPOB, MApOJIeil, CYUETOB U APYTMX PECYpPCOB.

B otHomiennun ®BM u nepudepuitHoro o0OpynoBaHUS peaau3yroTcs
cnelyanbHble TIPOUEAypbl WHMULMAIM3ALWM, IPU3BAHHBIE MPEIOTBPATUTH
HUCIOJb30BAHEU TaK Ha3bIBAEMOTO “MHPOPMaALIMOHHOTO mycopa”,
perucTpaums OKOH4YaHMUsI ceaHca paboThl C YIAJIEHHOW CUCTEMOU U 1p.

IIpn oKOHUaHMM ceaHca CBSI3U AOJKHA MPOU3BOAUTCS PETUCTpALIUS OO
OKOHYAHMHU, a Takxke MNpUUuMHY OoKoHuyaHus. IIpoBepka AOCTYNMHOCTM KaHajia
Mpu3BaHa OOHAPYXUTh BO3MOXHBIE MPOOJIEMBI CBSI3U, C TEM, YTOOBI
MPeIOTBPAaTUTh TOMOJHUTEIbHBIE 3aTpaThl BPEMEHU Ha €€ BOCCTAaHOBJIEHUE.

JIpyroi Mepou sIBASEeTCs CIeLyaan3aluvsl KaHajua, T.e. MCIOJb30BaHUE
OIpeAcIeHHBIX KAHAJOB IS OCYIUECTBJIEHUS TOJbKO OJHOTUIIHBLIX CEAHCOB C
T€M, YTOObl YMEHBIIUTh JOCTYI MOTeHUMAIbHBIX HAPYIIUTEICH.

IIpy OKOHYAaHMM TIPOrpaMMHBIX MPOLIECCOB MIOJDKHA OBITH ClelaHa
COOTBETCTBYIOLIIAS 3allMCh B CUCTEMHOM KypHajJ€ C YyKa3aHWEM IPUYMHBI
OKOHYaHMsI (HOpMajbHOE€ WJIM TIPUHYXIeHHoe). B caydae, eciau rmpolecc
3aKOHYMJICSI aBapUMHO HEOOXOAMMO OCBOOOXKAEHME 3aXBAaUEHHBIX UM
pECypCOB.

BecbMa BaxkHBIM MOMEHTOM SIBJISIETCSI TIpelOoCTaBjieHUE WH(OpMaIUM.
CospeMeHHble AMC xapakTepu3yloTcsl HOCTOSHHBIM OOMEHOM MHQMOpMaLuei
Mexay HuMU. IToaToMy mpu KaxXaoM BBIOBITMM MHMOpMaALUMKU 00513aTeIbHO
JOKHA MPOM3BOAUTCS 1IM(POBaHUWE WM/UIUA TMOAMNUCH C IMOMOILLBIO CPEICTB
peanu3anyd  3JIEKTpoHHO-LIMppoBoid mnoanucu  (DLII), a Takke ee
perucTpaumsi U TIOJlydeHUE TOATBEPXKICHUSI OT YIaJEHHOW CUCTEMBI O

MPUHITOU MH(MOPMALIUN.
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